Notes 6.x Application Strategies: User Activity Tracking

It is essential for Domino administrators to know how Notes databases are being used.
With this information, they can keep servers operating at peak efficiency, spread
processing, disk, and network loads across multiple servers, and can better guarantee
responsive performance for users. For administrators, Domino comes out of the box with
activity logging and Domino Administrator includes powerful analysistoolsto
understand the logging data collected.

This article isthe fourth in a series about application strategies for Notes’Domino 6 and
later. It describes how to add granular, database-specific user activity tracking to the
design of any Notes database. This detail tracking can tell you when a user opens a
database as well as when he opens a document for reading or editing. Whereas generd
database logging is of interest to administrators, the kind of activity tracking shown in
thisarticleis of greater interest to database devel opers, managers, and compliance
officers.

Built-in user activity logging

Before getting into database-specific logging, first et me review the type of logging that
Domino includes for the purpose of server performance analysis and resource all ocation.
By default user activity is recorded on the per-database level with respect to access and
document reads/writes. Any user with Reader access and greater to the database can read
the User Activity log from the Database properties Info tab (click the User Detail button):

User Activity H A

Date/Time = Feads ¥ | Wiites % | Uzer % Total  Uses Reads ‘whites
07/26/2004 01:44:45 P 2 a Bob Barker/wareSource H Last Day B0 259 190
01/26/2004 0142248 P 0 2 k.ent Kurchak AwareSource Last Week
01/26/2004 01:41:08 P 4 1 Bob Barker/wareSource Last Maonth
01/26/2004 07:40:18 P 0 1 K.ent Kurchak wareSource
01/26/2004 01:33:57 PM 1 1 Bob Barker/wareSource
01/26/2004 01:39: 3T PM 3 1 Bob Barker/wareSource
01/26/2004 01:39:24 PM - 4 1 Bob Barker/wareSource
01/26/2004 01:33:09 P 1 1 Bob Barker/wareSource ;I
¥ Record activity [~ Activity iz confidential | Copy to clipboard | | )8 | | Cancel !/
4

By default Record activity is selected. Y ou can disable activity recording by de-selecting
this option. Be aware of two things with respect to disabling activity recording in the
User Activity dialog box:

* Youonly affect the User Activity dialog box; usage dataiis still recorded to the
Domino Server Log database in the Session documents found in the Database\Usage
and \Szesviews.
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* Thenext timethe StatLog server task runs (loaded by default at 5 AM), it enables
activity logging for all databases (thereby overriding your de-selection) and gathers
usage data from the databases in the data directory on the server (datais stored in the
Domino Server Log database). Y ou can prevent Statl.og from enabling the Record
activity flag for all databases on the server by setting the
NO_FORCE_ACTI VI TY_LOGG NG=1 variable in the server's NOTES. | NI . Usage data
continues to be logged in the Domino Server Log database—it just won't be visible
in the User Activity dialog box.

To limit who can read the logged activity to only database Managers, select the Activity
is confidential option.

Note that thereisalag in the time it takes for the data to be written, but it is eventualy
displayed.

User activity datais periodically collected from all the databases and summarized in the
Domino Server Log (I og. nsf ) database. To view the user activity data from Domino
Administrator, select the server and then open the Server\Analysis function tab and
expand the Domino Server Log to the Usage\By User view:

FPeople & Groups | Files I Server... | Messaging... I Fieplication | Canfiguration |

Status | Analysis | tonitaring I Statistics I Performance |

Server. PROSwareSource
Releaze B.5.1 on Windows NT 5.0

v EE Doming Server Log @Help

» | Databaze
z=| Log Analysiz Results Uzer |Date |Time |Minutex| F{ead$| Write&| KEIyte&|Transac‘tion$
—| Mail Rauting Events ¥ KentKurchakiwareSou 11760 7983 6922 1122343 420784
=| Mizcellaneous Events - 3101 ao9g 997  1B06  1B4B85R £3519
NNTP Events 07:43 A 517 B05 385 12742 1780
Object Store Usage 0743 AM 0 1 1 5 13
:=| Paszsthru Connections 0744 Ahd 1] 1] 1] 2 7
4 _| Phnr?e ;alls 0744 Ak 10 o 23 Ll 168
=iiii_ Replication Events 0745 Abd 187 i} 344 358492 22632
7 Usage 0753 A ] ] ] 3 ]
=l By Date 07:58 &b 536 0 0 252 344
By User 0803 &b il il il 2 Fi
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Open the desired document to see the detail data of the database user access:

Session Activity

Server: FROMareSource

Time: 071/26 071:36 Phd - 01726 01:36 P
Llzer: Bob BarkerfwareSource

Elapsed Time: 0.1 minutes

Dacuments Read: 1

Diocuments Witten: 0

Metwark Part: TCRIP

Metwork Uzage: 17 KBwtes transferred
Tranzactions: 24

Articlesluzeractivity. nsf 1 i} ] 14636 1678

For even more detailed activity logging and analysis, the Domino administrator can
enable Activity Logging (thisis different than database user activity shown above). To
enable Activity Logging from Domino Administrator, select the server and then open the
Configuration function tab and expand the Server\Configurations view.

Peaple & Groups I FiIesI Server.. I Messaging. . I Heplicationl Configuration |
N5 Server: PROMwareSource Lz
E Releaze 657 onWindows NT 5.0

7 I server .-’-‘«dd Configuration Edit Configuration @Delete Configuration

] Cument Server Document
Al Server Documents Serer Mame |F'arameters

= [Eaniioiasliogs PROMareSource  AMGR_DOCUPDATEAGENTMININTERVALSS
Connectiong

Programs
=| External Domain Metwark [nf

Add anew configuration or open the one that applies to the server. Switch to the Activity
Logging tab:

Configuration Settings : PRO/wareSource

Activity Logging I Activity Trends I

Activity logging iz enabled: M es

Enabled logging trpes: [] Domino. SMTP.Meszage -
E[ Damina.Motes.Databaze
[] Domino Notes. Passthru _I
¥ Domino.Motes.Session
[] Dorine.REPLIGA -
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The activity logging datais collected and stored in the Activity Log database (LOG4A. NSF
by default). The first collection takes 24 hours. Y ou must use the Activity tool on the
Server\Analysis function tab in Domino Administrator to extract activity datafrom the
Activity Log database, shown here:

]

Lﬁ'hdministratinn

Log Analvziz - Server ActivibdMotes\Database ﬂ

Log Analvsiz

=l Log Events
w L Server Activity
=l Agent
=
=l HTTP
= P
L1 LDAP
—1 Mail
1 MMTP
¥ Motes

{dwww

Database
=] Passthru
=l Session

=l PoP3
= Repliza
B L1 SMTP

Organization |Sewel |User |Datahase

|Timeslamp Bytes Senl

Achvanture
* Bock/Adwventure

7930000
7930000

* hbary Smithf/Adwventure

FH16860

* activiby.nst

* admind.nsf

w 03/08/20022534

- [3/08/200H226

12834

1146
156
10766
156
530
522k

3532
§20
574

For even greater flexibility and power to understand user activity, you can license the
Tivoli Advanced Monitoring add-in. Advanced Monitoring collects and stores server,
database, users, and database connections statistics as historical trends using data from
the Domino Server Log and the Activity Log databases. Most charts displayed by
Advanced Monitoring alow you to drill down to the data behind the graph. For example,
while looking at a chart of the statistic Docunent sRead, hovering over a database

provides help:
| Server Mamne 7 | Dormain & | | |Sort|EOI0r| Type | Period | Statistic Mame
[ p3/adventure ADVENTURE M = Last Frime | Motes Tranzactions
K BN st | 2440 DiskSpace
[+] Last 24-hr | MWotes ButesFromServer
[V B Trend | Prime | Motes DocumentsRead
™ Last Prime | Motes Documentswiitten
4 I 3
Statistic: Motes BytesFromServer  Units: bytes  Minimum: 0 Mawimum: 1.49 8 Tatal: 271 M Mean: 15.33 K
— |Server: p3fadventure
Show me |25 =i YDatabase: Adventure's Directary f177
Pathname: names.nsf
Stat: Motes DocumentsRead
cted servers
Yalue: 41 documents
1% Click b display the users who have used this database)
I J n
D mpTgZIIEoregirEEEFgE B2y
= 3 @ 8§ 33 5808 3 0 & F =3 358 25 @305 =
Ee o8t gC, fep, 8223 358 8 8§
pL AR =g s EZE R FgEgELDE T8y =225
S g M & i a7 E 8 % 3 S 4 ¢ 3 @ -
= % o wn 3 3 mm 0 B 2 2 - o 2 3 % =) ER M~
= = 5 @ 5 5 5 5 5 23z 2 i PR
5 % B oY @B oB B oom g Yy T = =1 w5 B
@ g %5 22 a g ° 2 g 2 2 5 8 2
S : = i

4 Notes 6.x Application Strategies. User Activity Tracking



The detail behind the chart shows that Mary Smith is the most frequent user of the
nanes. nsf database:

Show me |25 E connections| 1 | 4 | B | B |Sh0wing1t030f3

Users of database names.nsf on server p3iAdventure

100
&0
60
40
20

cd

yus Ade g

USEd S Adda |

Hover over Mary Smith to see what datais behind this bar. In this case, clicking the bar
displays all databases used by Mary Smith:

Show me |25 E connections| [t | 4 | [ 3 | M |Sh0wing1to250f31

100
a0
60
40
20

0

Databases used by Mary SmithfAdventure
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Advantages of coding your own user activity logging

While the various types of user activity logging built into Domino is very helpful to
administrators for trend analysis and resource balancing of servers, it is not particularly
useful for individual database managers or for compliance officers because the:

» User activity isnot collected in real time; it isall historical information.
» The Documents Read counter is not specific as to which documents have been read.

» Thereisno application-specific use for the activity logging records in the Domino
Server Log or Activity Log databases.

But you can easily add a database-specific user activity tracking feature to your Notes
applications that records when users first and last accessed the database. This tracking
information is stored in the database as a UserActivity document (one for each user), and
from the UserVisits view, you can quickly tell who is currently using the database.
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Beyond tracking who opens the database, you can aso use the UserActivity document to:

Store display preferences, field defaults, or as we demonstrate, alist of document
unique IDs (UNIDs) users have opened for reading (compliance officers will like
thisfeature)

Compare the total number of active users with some predetermined number, such as
to enforce alicense agreement or to cap the number of usersin a database

WEe'll aso show you how to maintain an audit trail of who has edited documents.

Install the example database

The code shown in this article is from the User Activity Tracking database
(user acti vi t yt racking.nsf), which you can download from the Sandbox. To get the
application ready for demonstration, your server administrator must perform these steps:

Copy the database to the data directory on a non-production server.
Assign you Designer level access or greater and assign the [DBAdmin] role to you.

Assign the server (and the group of servers) Manager access and assign the
[DBAdmInN] role.

Assign the server administrator (or the group of administrators) Manager access.

Sign the database elements with a Notes ID file from your organization (use the Files
tab in Domino Administrator).

Database open tracking in practice

Before explaining the code behind the User Activity Tracking application, let's see how
user activity istracked. It is assumed that the database has been installed on the server as
described above.

1. Open the database using Notes 6.x.

6

Note: While reading this article, you will likely have both Notes 6.x and Domino
Designer 6.x open to the example database at the same time. Be aware that if you
have the database open in Designer, the Database Postopen event won't run in Notes
when you still have the database open in Designer. To get the Postopen event to run,
simply close all the design elements in Designer before testing the application in
Notes.

Y ou are warned that thisis a demonstration version of the application. By the
way, thiswarning only displays for usersin the[DBAdmin] role. Click OK to
continue.
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. If you get aversion of the database with the profile document deleted, you

will be taken to the Application Settings form. For now, just click the Save &
Close action button to save the profile document with the default application
settings.

. A page with an embedded outline control isin the Ieft frame and a page with
an embedded view element is on the right:

@Workspace I m} |Jser Activity Tracking x]
w Application Settingz [Prafile Doc)

Delete ProfileDoc (For testing

Fs(z (i) FAQ -~ Posted On ~
w  Admin Yiews

Licenses
zer Activity

| New FAQ

¥ Application Development
LotuzScript: Rich text objects in Mates/Domino & 11,/19/2004
LotusSeript Programming views in Motes/Domine & 01/19/2004

The Outline control entries al have Hide When formulas. For example, who can edit
the profile document is limited to one or more "database administrators,” defined in
the ACL as members of the "[DBAdmin]" role. Because you are in the [DBAdmIn]
role, you can aso see the administration views.

Click Application Settings entry in the outline to open the Application Settings profile
document. We define al the options later. For now, enter this Registration Code (case
sensitive):

war eSour ce
This removes the demo version dialog box. (We show you how this works later.)

Click the Save & Close action button to save the other default settings.

Close the database and reopen it. Now you are warned that the number of users has
exceeded your number of valid licenses. Again, this only opens for usersin the
[DBAdmin] role. Click OK to continue.

Click Licenses under the Admin Views. Click the Add License Pack action button. Add
five licenses and click the Save & Close action button.

Close the database and reopen it. Because you have entered the valid Registration Code
and added enough licenses, no dialog boxes display.
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9. Click User Activity under the Admin Views. What's this? There is a document with your
name on it! Open the document to display the information recorded when you opened the
database:

User Activity | Bob BarkerfwareSource
First Yisit: 01/28/2004 09:00 AM
Most Recent Visit: 01/28/2004 09:03 &M on PROAwareSource
Total Visits: 2
Motes Yersion: Release 6.5September 26, 2003
Motes Build Yersion: 194
Platform: windows /32

Your first and last visits, total number of visits, and information about your version
of Notesisrecorded. When done, close the document.

Local database uniform access test

Y ou installed the database on a Domino server for areason. If you install the database
locally from the download, roles aren’t enforced, and the whole security model of the
application fails. Thisis not good.

Roles work, however, if you open the Access Control List dialog box and set the
“Enforce a consistent Access Control List acrossall replicas’ option on the Advanced
tab.

To make sure this property is set, we inserted code in the Database Postopen event to
check for this property and to alert the user. To see this code, open the databasein
Domino Designer 6.x. Expand Other in the object tree and click Database Resources.
Open the Database Resources to the Postopen event; this event fires after a user opens the
database.

15D m acl As Not esACL

16 Set acl = db. ACL

171f ( db.Server = "" ) And Not acl. UniformAccess Then

18 msgl= "This database is running locally, and can NOT run properly
unl ess the ACL has uniform access enabl ed. "

19 nsg2 = "Please see your Domi no Admi nistrator about correcting this
probl em "

20 Messagebox nsgl & Chr(10) & Chr(10) & msg2 , MB_| CONSTOP, "Access Control
List Error"

21End If

The application runsfine as alocal replica copy if you make sure the “Enforce a
consistent Access Control List across al replicas’ property is set first before you create a
local replicafrom the first one on the server.
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Database open tracking code

Thefirst redlly interesting part of the Postopen event code starts on Line 38. The
GetActivityDoc function is called (from the UserActivity LotusScript Library) to find the
current user's UserActivity document from the UserVisits view and return a
NotesDocument object.

38 Set ActivityDoc = GetActivityDoc(s, db, s.UserNane)

If aUserActivity document matching the user's name cannot be found, a new document is
created, and in any case, the ActivityDoc object reference variable is set to point to a
valid UserActivity document that can be updated in the following lines with the latest
user activity data:

39 ActivityDoc. Total Visits = ActivityDoc. Total Visits(0) + 1

40 activitydoc. LastVisit = Now

41 If ( db.Server = "" ) Then

42 svr = "Local "

43 El se

44 svr = db. Server

45 End |f

46 activitydoc. Last Server = svr

a7 activitydoc. Not esVersi on = s. Not esVer si on

48 activitydoc. Not esBui | dVersi on = s. Not esBui | dVer si on
49 activitydoc.Platform= s.Platform

50 Cal | ActivityDoc. Save(True, Fal se, True)

Don't worry at this point if the user has gone into different replica copies of the database
on different servers or even alocal replica. There is a cleanup routine that merges
replication conflicts and duplicate documents, retaining the earliest first visit time/date
and the latest last visit time/date. We show you the routine later in the article.

Database license enforcement code

Picking up with the Postopen event code, the next task is the license checking that you
saw when you first opened the application. Earlier in the code, we determined whether or
not the user isin the [DBAdmin] role. Thisis easier to do with the forumula language and
Evaluate than it is with the equivalent LotusScript.

25 dbadni n = Eval uat e(| @ sMenber (" [ DBAdni n]"; @Jser Rol es) | )
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It makes sense for only the DBAdmins to see the warning dialog boxes concerning the
Registration Code and license problems. In spite of the warnings, the database still opens.
The exception to this pattern is only for users and only if you have elected to enforce the
license limit in the Application Settings:

7 7 7 Last Modifier: K.ent Kurchak/wareSource
Application Settings | |0 [ iked On: 0311 PM Today

Application Title: |User Activity Tracking

Database Open I Document Fead DDcumentEditl

Registration Code: |wareSourCE |

Current License Packs: 0
Active Users: 1
Compliant? Mo

Enforce License imit. % ‘Yez & Mo

The Dailyl seractivity agent runs daily and is responsible
for collecting user activity that occurs over multiple server
or local rephcas inko a zingle User Activity document. This

Activate Daill)sedctivitg doent

agent cleans up the replication conflicts seen in the User
Ackiviby wiew,

In this case, users are shut out of the application if the number of active users exceeds the
number of valid licenses. DBAdmins can always open the database, albeit with warnings
if missing avalid Registration Code or adequate licenses.

Warning: Don't be tempted to change the code so that the database is closed when
DBAdmins open the database and the Registration Codeisinvalid or the number of users
exceeds the number of licenses! This locks out the database such that the DBAdmin
cannot enter avalid Registration Code or add License Packs (unless the code is changed
back using Domino Designer).
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Hereisthelogic of Lines 57 through 80 in the Database Postopen event that performs
various license-related checks:

No
Is
[DBAdmIn]?

Yes

More users Yes

than
licenses?

License
enforced?

Call MsgUserLimitReached
(Warn user and close database)

Empty
Registration
Code?

A 4
Valid
Registration q Call MsgDemo 9 Open
Code? No (Warn admin user) ” database
A

More users
than
licenses?

No

Call MsgLicensePack
(Warn admin user)

There are a couple of things worth pointing out in the code that performs the license
checking:

*  We dtart with the test to seeif the user isin the[DBAdmin] role by testing the false
condition: I f dbadmi n(0) = Fal se Then. Thismay seem strange, but thisisa
workaround for a key difference between Truein LotusScript (-1) and @Truein the
formulalanguage (1). If you test for Truein LotusScript based on @True generated
from the formula language, your test won't work properly. Because False
(LotusScript) and @False (Formulalanguage) are 0 in both languages, you can
reliable test for the false condition. In this example, we set the value of dbadmin
with dbadni n = Eval uat e(| @ sMerber ("[ DBAdmi n] "; @JserRol es) | ). If the
user isin fact in the [DBAdmiIn] role, @Trueis returned. Since the test is performed
in LotusScript, dbadmi n(0) = True Then won't ever come true. Hence the need to
test for dbadni n(0) = Fal se.

» If any of the license conditions are not met, the code jumps out to one of three subs:

Sub MsgDemo, Sub MsgLicensePack, or Sub MsgUserLimitReached(Source As
NotesUIDatabase).
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* You may notice the callsto the ActiveUsers and LicenseCount functions, for
example, inLine59: I f ActiveUsers(db) > LicenseCount(db) Then Goto
User Li nmi t Reached. These two functions can also be found in the UserActivity
LotusScript Library. They go to the respective views (using
NotesViewEntryCollection and NotesViewEntry) to determine the counts.

Database Open tab

Let's go back and take alook at how to configure the application. Click the Application
Settings outline entry to open the ProfileDoc form. The Database Open tab of the
ProfileDoc form configures what happens when a user opens the database.

3 3 3 Last Modifier: Kent Kurchak/wareSource
Application Setlings | |75 o died On: 0311 PM Today

Application Title: |User Activity Tracking

Database Open I Document Read DDcumentEdit|

Registration Code: |wareSource |

Current License Packs: 0

Active Users: 1
Compliant? Mo
Enforce License limit: * Yes O No

The Dailyl serdctivig agent mnz daily and iz rezponzible
for collecting user activity that occurs over multiple zerver
of local replicas inko a single User Activity document, This
agent cleanz up the replication conflicts zeen in the User
Achivity view.

Activate Dailyllserdctivity dgent

The Application Titlefield is used to feed the title for the HomeFrameset frameset:

Framezet - m 7oK
[H# | cumm
Mame  HomeFrameset

Aliaz  HomeFrameset

Comrnent

Awailable to public access uzers

Title Formula YWindow

@R eplaceSubsting(@G etProfieField"ProfileD oc ;I
" UAppTitle'): @Mewline; " ") _I
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The Registration Code field requires a password that matches the hashed value of a
"secret” password (in this case "wareSource") hard coded in the Database Postopen event
code:

70 makePW = Eval uate(| @assword("| & getReg & |")]| )

71 pw= " (02319F0AEE6508C2D9C03FF4F531E5DF) "

721 f pw<>makePWO0) Then

73 Call MsgDeno()

74 Exit Sub

75End | f

How did we create the hashed value? Thisis an old Notes trick. Enter the following
formulain any text field (for example,. the SendTo field of a Memo):

@asswor d( " war eSour ce")

Then press Shift+F9. Notes interprets the formula and
returns( 02319F0AEE6508C2D9C03FF4F531E5DF) . Copy the result into the code.

There are more secure ways to ensure license compliance, but we are only interested in a
reasonabl e effort. To beef this up alittle (without major architectural work), we could
create a database template from the database and then create a production version of the
database (the one we give to customers). Then replace the design of the production
version of the database, choosing the Hide formulas and LotusScript option to hide the
code. This hides the code, and therefore, the ability to change the password.

By the way, the Current License Packs, Active Users, and Compliant fields are simply
informational. If the number of active users exceeds the number of licenses, the
Compliant field changes to No.

UserVisit conflicts

Before we talk about enabling the DailyUserActivity agent with the Activate
DailyUserActivity Agent button, we must tell you what happens when a user has opened
different replica copies of the database on different servers or even alocal replica. Each
replica of the application records and updates its own UserActivity documents. Following
replication, the impact to the UserVisits view is unfortunate, but unavoidable given the
distributed nature of the Notes'Domino environment:

g hierge YWisitz

User + |‘Jisitu:ur |First Visit Last Visit ~ | Total Visits

Bob Barker/wareSource 1 OA25/2004 0142642004 ]
k.ent Kurchak AwareSource 2 MA27052004 D/27/2004 a
k.ent K.urchak AwareSource 3 02702004 O1/2742004 1

[Replication or Save Conflict]
[Replication or Sawve Conflict]

L

21

Notes 6.x Application Strategies: User Activity Tracking 13



Duplicate documents and replication conflict documents abound. If the number of active
usersis pushing up against the number of licenses, the needless duplicates could easily
push you over the limit and restrict users from the database. There are three waysto
resolve this problem:

14

Manually delete the duplicate documents. Thisis the |least attractive option for any
busy database manager!

Enable the DailyUserActivity agent, which calls a cleanup routine to merge conflict
documents and to retain the earliest first visit time/date and the latest last visit
time/date. This routine, ProcessActivityView, isaso in the UserActivity LotusScript
Library. Asthe routine iterates the NotesViewEntryCollection of the UserVisits
view, it calls the MergeConflicts sub when it finds that the user name of the current
ViewEntry is the same as the next one.

MergeConflictsis actually responsible for meshing the two documents into one so
that the two time/date values are the earliest and latest and the number of total visits
isthe higher of the two. When the agent finishes, the duplicates are removed and
order isrestored to the UserVisits view:

Q herge Yisits
User |visimr |First Wisit LastVisit ~ | Total Visits
Bob Barker/wareS ource 1 01/25/2004  01/26/2004 5
Fent Kurchak Awares ource 2 /272004 0172772004 2
13

Y ou can, of course, change the schedule of the agent from the Agent list so that it
runs more or less frequently, depending on your needs.

Open the UserVisits view and click the Merge Visits action button. This calls the
same routine that the DailyUserActivity agent calls. Y ou can use this button when
testing the application across replica databases.

Notes 6.x Application Strategies: User Activity Tracking



Document Read tab

The Document Read tab of the ProfileDoc form enables the application to record the
UNID of every document opened by the user.

Database Open | Document Fead DucumentEditl
Record when uzer opens a document: & ‘Yz  No

Stack Size: 10 4=

Chooze the zize of stack of UMIDs stored in the Uszerdctivity
document or "'Docdctiviy'' to create a new D ocdctiviey
document for each document read.

The nice thing about already having a UserActivity document for every user means that
you now have an application-generated place to store all sorts of user-specific data. And
that is exactly where we want to store the list of UNIDs of documents the user has
opened.

The Stack Sizefield lets you store up to 500 UNIDs in the UserActivity document. With
alittle bit of testing, it seemslike the multi-value field that holds the UNIDs can store
something like 900 or so entries, but we capped it at 500. The list of UNIDs is kept at the
stack sizein FIFO order. (Thereis another Stack Size option, DocActivity, which we talk
about later.)

By the way, using documents such as a UserActivity document to store user-specific data
often works much better than creating a profile document for each user. Thisis because
you have granular control over how the conflicts generated from multiple replica
databases are merged; profile document conflicts use total data note replacement (newest
profile document wins).

To track which documents users open, add the DocumentHistory subform to the forms of
documents you want to monitor. This subform contains the code in the Postopen event to
record the user opening the document:

12 If profil edoc. Enabl eRecordDocOpen(0) = "1" Then

13 Print "Recordi ng opened docurment in " & ProfileDoc. Tri mAppTitle(0)
14 Call FindDoclD(s, db, Source.Docunment, profiledoc)

15 Print ""

16 End If
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The tracking work is done by the FindDoclD sub in the UserActivity LotusScript Library.
This sub also calls the GetActivityDoc sub that you saw above. But instead of updating
the database-rel ated tracking information, it appends the current document UNID to a
multi-value list of UNIDs in the OpenedDocs field, for example:

User Activity | Bob BarkeriwareSource

First Visit: 01/28/2004 09:00 &M

Most Recent ¥Yisit: 01/28/2004 03:03 &M on PRO AwareSource
Total Visits: 2

Notes Yersion: Release B.51September 26, 2003

Notes Build Yersion: 134
Platform: Wwindows/ 32

Opened Documents:  7F306602718F00E 685256E 2500769F58
4336241 8EEDEECIABSZEEE 2500789F57

When the UNID is stored in the UserActivity document, you only track the UNID of the
documents users open, remove any duplicates from the list, and then reduce the number
of UNIDsto match the stack size.

Caution: Be sure of your legal standing to track the documents users open for reading. In
some places, thisisan illegal infringement of privacy; in others, it islegal aslong as you
inform users you doing so. Even if legal, it may be against company policy to record this
information. But in today's security and compliance-oriented environment, this may be
exactly the kind of information you need to track. To be even stealthier about the
tracking, comment out Line 13 in the subform Postopen event code so that users do not
know they are being monitored. (Wetalk later about how to prevent users from reading
their own UserActivity document.)
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Track specific documents

If you only want to track when particular documents are open (instead of all documents),
copy the EnableRecordDocOpen field from the ProfileDoc form to the DocumentHistory
subform and rename it to something like EnableRecordThisDoc. Then change the
following line in the Postopen event to test for that field on the current document, for
example:

12 If profil edoc. Enabl eRecor dDocOpen(0)="1" And
Sour ce. Docurrent . Enabl eRecor dThi sDoc(0) = "1" Then

DocActivity Stack Size option

When you select DocActivity in the Stack Size field on the Document Read tab in the
profile document, no document UNIDs are stored in the UserActivity document. Instead,
aDocActivity document is created every time a user opens an InfoDoc document:

Document Activity | Kent KurchakiwareSource ]

Document:  LaotusScrpt Pragramming views in Naotes/Domina B

Opened: 01,/30/2004 0255 PM on PROAwareS ource

The advantages of this method of tracking which documents are opened are:
* Thereisno limit as to the number of UNIDs you can store.

* You can track when users open a document as well as the number of times they open
it.

e |tiseasier to create views that total the number of times a document has been read
by al users.

By the way, the hotspot to the right of the user name opens the user's UserActivity
document.
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How to display who has read documents

We didn't put much work into what to do with the tracking data after we collected it. But
the datais there to use in away that makes sense to you and that fits your requirements.
To demonstrate what is possible, we designed two simple views to give you some ideas
of how to display the tracking data:

* Opened Daocs. Thisview selects InfoDoc, UserActivity, and DocActivity documents,
sorting them by document UNIDs so that you can see the readers for every
document.

ﬁw’orkspace I@ |dzer Activity Tracking Xl

w Application Settings [Profile Doc] o .
Cielete ProfileDoc (Far| ﬂ bilze L

Falls [Wiew) FAD Readers
- o
Fdinin ‘lif_|ews LotusScript: Rich text objects in
1Censes Notes/Domino 6
User Activity Bob BarkerfwareS ource
gpe';'j DUCS * Kent Kurchak AwareSource
oc Actiity LotusScript: Programming views in
Notez/Domino &
Bob B arker/wareSource

The bolded Subject column is actually from the InfoDoc document, whereas the
Readers column is from either the UserActivity or DocActivity documents.

* Doc Activity selectsjust the DocActivity documents.

ﬁ Wiorkzpace Im} Uger ductivity Tracking Xl
w Application Settings (Profile Doc |F|eader ~ |Date Total Yigits
FA D,EIBtE ProfileDoc (For * LotusScrpt: Rich text objects in Notes/Domino 6 4
Hls [ ¥how] Kert Kurchak/wareSource 01/30/2004 0257 PM
7 G b Bob Barker/wareSource 01/30/2004 02:58 PM
L|censes. . ¥ LotusScript: Programming views in Notes/D omino 1
User Activity Bob Barker/wares ource 0143042004 0258 PM
Cpened Docs £
Do detivite

We like this view alittle better than the OpenedDocs view because it totals the
number of times people have read the documents and al so displays multiple times a
user opens a document.

Caution: We didn't code for the possibility that an InfoDoc document for which
there are DocActivity documents will be deleted. Even if adocument is deleted, you
may still have a reason to know that someone read it. But if you change your mind, it
isasimple matter to create a cleanup agent that loops through the DocActivity
documents, reads the DocUNID field, and attempts to find the corresponding
InfoDoc document. If not found, the agent would delete the DocA ctivity document.

18 Notes 6.x Application Strategies: User Activity Tracking



There are two things to point out about the Opened Docs and Doc Activity views:

* Youwon' seetheir entriesin the Outline control until you enable document open
tracking on the Document Read tab in the profile document and then close/reopen
the database.

* Thetwo views are restricted to users in [DBAdmin] role so users not in thisrole
won't be able to see who is opening documents.

Other uses for tracking data

What you want to do with the information will determine how you further code this
application to display who has read documents. We can envision an agent that builds a
report of documents that have been read, in order of total number of readers, listing the
reader names and last read dates. We can also envision an agent configured to scan for a
specific document having been read, sending the report of who read the document.

If we wereto code this, we would set it up like Interest Profilesin the Discussion
template such that (arestricted group of) users could set a "watch" on a document, and
then periodically the agent would loop through the watch documents and then with the
document UNID in each watch document, loop through the UserActivity documents
looking for a match to find readers.

The type of reporting you probably want to do would be much easier if Notes databases
were relational, but that thought will have to wait for afuture version of Notes. In the
meantime, you may have good results with Crystal Reports or even Lotus Approach to
join the FAQs and UserVisits views. With Lotus Approach, use the Notes Normalizer to
make pseudo-records from the multi-value OpenedDocs field in the UserActivity form
and then join the tables before creating reports.

If you use the DocActivity stack size option, you have more flexibility in how you work
with the tracking data because the DocActivity documents store the single UNID of the
InfoDoc document (we would dare say thisisthe foreign key). It would be very easy to
display the document readers right in the InfoDoc document:

» Embed asingle category view (categorize the view on the DocUNID field stored in
the DocActivity document)

* AddaComputed for display field using @DBL ookup in the InfoDoc form and list
al the document readers.

Be sureto hide thelist of readers from non-DBAdmins!
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Security and privacy of UserActivity documents

While you may want to read all database and document tracking information, you may
not want users to read each other's tracking information stored in the UserActivity
documents. Even though users are updating UserActivity documents via backend
LotusScript methods, they still need to have Author access in the database ACL (and
have the ability to create new documents). So if you do nothing else, everyone can read
everyone's UserActivity documents.

To prevent this from happening, we set a Readers field to the user's own name and to the
[DBAdmin] role so only these two names can read the document. We do this when a new
UserActivity document is created using the GetActivityDoc function (from the
UserActivity LotusScript Library):

20Di m ReaderArray (1) As String

21 Reader Array(0) = getUser

22 Reader Array(1) = "[DBAdmin]"

23Dimitenl As New Noteslten{ doc, "Omer", ReaderArray, AUTHORS )
24Dimitem2 As New Notesltem( doc, "Readers", ReaderArray, READERS )

We also set the Owner field to the same value so that the user can update the backend
document. But we want to take this security/privacy measure afew steps further. We
don't even want users to be able to read their own UserActivity documents!

Already you have seen that the Outline control to open the UserVisits view is hidden
from everyone except DBAdmins. But this doesn't prevent users from manually opening
the UserVisits view, using the Shift+Ctrl keys. To prevent this from happening, we added
some Queryopen event code to warn the users when they open the UserVisits view and
dump them out by setting Continue = False:
2 dbadnmi n = Eval uate(| @ sMenber ("[DBAdmi n]"; @serRol es)|)
31f dbadm n(0) = Fal se Then
4 Msgbox "You can NOT open the " & Source.view nane & " view.

Only [DBAdmi n] users can open this view ", MB_|ICONSTOP, "Open Cancel ed"
5 Continue = Fal se
6 Exit Sub
7End If

Thisworks well, but smart users can get around this pseudo-security device by creating a
private view. Although they will only be able to see their own UserActivity document in
the private view (because of the Readers field), we don't want them to open their
document. To stop this, we put the same Queryopen code in the Postopen event of the
DocumentHistory subform that we put into the UserVisits view.
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Of course, the savviest users can open the Document properties from their private view to
see the item values, including the record of opened document UNIDs:

: |

InfaDoc

InfoDoc Document

Infolioc

(Useractivity
Lastisit ;I Field Mame; DpenedDocs
totesE uildy ersion Data Type: Text
MOTESVERSION Data Length: 32 bytes
Openedlocs Seq Mum: 2
Owner Dup Item [D: 0
Platform Field Flags: SUMMARY
Readers
RealForm "FFA0EE0271 8FO0EES525
Totahizitz GE25007E9F58"
|Jzert ame - |

If this ability to read one's own datais still a problem, you can introduce these final
security countermeasures:

* Prevent any access by the user to the UserActivity document by coding a two-phase
document update scheme. Rather than updating the UserActivity document directly
from the Postopen event of the DocumentHistory subform (which requires the user
to have Author access to his own UserActivity document), you could instead spin off
another type of (temporary) document. The temporary document goes into a queue
to be processed by an agent. The agent updates the UserActivity document (instead
of the user) and then del etes the temporary document. This adds too much
complexity to the application for only a small benefit and has the added downside of
filling the database with potentially thousands of document deletion stubs every day
(the bane of Domino administrators everywhere).

(In days past, we have coded a tracking scheme that used two databases; when a user
opened a document in one database, the tracking document was mailed to the second
tracking database for processing and viewing. Thisis very easy to do because it
follows the architecture of the Response.)

e Add areserved field named $K eepPrivate (Text, Computed when composed, set to
"1"), which grays out the item names and values in the Document properties Fields
tab, so users at least can't copy the item values to the clipboard. This also keeps them
from copying the document out of the database into another database for inspection.
Thisis asimple measure that can increase the security of the user's UserActivity
document.

* Choose the Hide formulas and LotusScript option when replacing the design of the
database from its database template. This has the added benefit of hiding the item
names and values in the Document properties in the Fields tab. In combination with
the other techniques, this measure effectively makes the UserActivity document
inaccessible.
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Security and privacy of DocActivity documents

When you choose to track document access using the DocActivity documents, the
situation changes significantly. Users don't need to update them as they do with
UserActivity documents. Y ou can easily change the FindDoclD sub code (in the
UserActivity LotusScript Library) so that the Owner and Readers fields exclude the user
so that all future access by the user is denied.

Document Edit tab

The Document Edit tab of the ProfileDoc form allows you to track who has edited a
document and to set the length of the audit trail:

Diatabase Open | Document Read | Dl:u:umentEditI

Record document edits: * Ye: I MNo
Document edit history length: 75 =]

The same DocumentHistory subform you added to the forms of documents to track
document reading also is used to store the edit audit trail. This subform contains the code
in the Postopen, Postmodechange, and Querysave events to capture the editing session
metrics.

To view the audit trail, open adocument in Read mode and click the Statistics action
button. This particular document has been edited/saved 24 times for atotal of 20 minutes
of the document being open in Edit mode. The edit history length was set to five, so only
the last five sessions are recorded:

Document Statistics [ %]

Document Statistics

Poszted on: 011971156 Ak By: Kent Kurchak AwareSource
Last Modified hy: 07:35 P Today By: kEent Kuchak/wareSournce
Document Length: 5,710 bytes

Times Saved: 24

Total Editing Time: 20 minutes

Save Author Date

24 Kent Kurchak/wareS ource Wwed 01,/28/2004 07:35 PM
23 Kent Kurchak/wareS ource Wwed 01,/28/2004 0135 PM
22 K.ent kurchak/wareS ource Wwied 01/28/2004 01:34 P
21 k.ent Kurchak/wareSource ‘Wed 01/28/2004 01:33 PM
20 Kent Kurchak/wareS ource Wwied 01,/28/2004 01:32 PM
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Summary of design elements

To use these features in your application, copy these design elements from the example
database to your database:

* Forms:. LicensePack, ProfileDoc, UserActivity, DocActivity
» Subforms. DocumentHistory (add to your content forms), DocStats

* Views: License, UserVisits, OpenedDocs (optional, needs to changed to select and
display your content documents).

» Agent: DailyUserActivity
e Script Library: UserActivity

Y ou aso need to manually copy code from the Database script Options and Postopen
events to those same eventsin your database.

Finally, you also need to create your own replacement for the HomeFrameset frameset
and HomeOuitline outline control to give DBAdmins (only) the ability to open the profile
document and hidden views.

Note: The InfoDoc form and FAQs views are not needed in your application. They are
used here just for demonstration purposes to represent any ordinary user-accessible
document and view. By the way, the example application contains afew FAQs with
content copied from the LDD Today database.

Conclusion

This article described an application strategy that provides granular user activity tracking
for database open, document read, and document edit events. This type of specific user
activity tracking is of greater interest to database devel opers, managers, and compliance
officers than the built-in activity logging performed by Domino. And because you are
adding these features to a Notes application using Domino Designer, it takes very little
effort to quickly realize significant benefits.
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